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Abstract—Mobile learning is fairly new in the local context, particularly for 
STEM subjects in Malaysia universities. However, this raises the issue of the 
ethics of mobile technology. With the advancement of mobile technologies few 
studies have been conducted for mobile ethics in student-generated activities. 
The aim of this research is to investigate the impact of mobile learning student-
generated activities ethics in Malaysia. The methodology used in this research is 
largely qualitative with students from a local university in Malaysia. This novel 
study developed early themes that sign post factors for mobile ethics in student-
generated activities in a Malaysian university context for STEM subjects. 
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1 Introduction 
Many concerns have been raised about the ethics on using mobile technologies in 
the classroom [1, 11, 29]. These concerns include the misuse of mobile phones, cheat-
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ing in exams, and security issues [10, 11]. As students increasingly own and use mo-
bile devices, such as mobile phones, smart phones and tablets [21], educational insti-
tutions need to develop concepts and strategies for integrating the students’ mobile 
devices into their practice. Such concepts and strategies require a good understanding 
of the teaching ethics related to mobile devices from the perspectives on all stake-
holders in an institution. However, this understanding appears to be underdeveloped 
with respect to student perspectives in different countries worldwide [8]. 
The present study is framed by the national guidelines of the Ministry of Education 
that prohibit Malaysian students to bring any mobile device into the classroom [11]. 
The national guidelines are partially motivated by the potential of mobile devices to 
interrupt class activities if these devices are unmanaged or their use lacks proper 
guidelines [4, 5]. This situation creates a tension between the mobile-technology-rich 
experiences outside educational institutions and the mobile-technology-poor experi-
ences on the inside. Such tension appears to contribute to a systemic misalignment of 
the students’ academic performances across subjects [31]. 
Small scale studies help to overcome such tensions by developing culturally and 
educationally meaningful strategies for integrating mobile technologies into the prac-
tice of educational institutions. This paper presents such a study and seeks to contrib-
ute to creating awareness about mobile ethics in student-generated activities for 
STEM in higher education in Malaysia [11]. 
1.1 Mobile learning 
There are about 6 billion mobile phone users worldwide [19]. Mobile learning is a 
key driver to broadening access to education [2, 3] by enabling learners to pursue 
their studies according to their own scheduled time, anytime, and anywhere [27]. 
More advanced approaches to mobile learning allow for authentic learning experienc-
es [6, 22, 25]. For instance, this approach enables learning that happens transversely 
in terms of time and place [27], or anchors learning activities to contexts [16]. Addi-
tionally, mobile phones enable the transfer of, and access to information in order to 
build on their specific skills and knowledge [3, 16]. 
In Malaysia, the phenomenon of using mobile devices for learning in education is 
increasing day-by-day [7, 9, 25]. Many institutions of higher learning have witnessed 
the evolvement of mobile learning since the early 2000’s [24]. 
1.2 Science, technology, engineering and mathematics (STEM) 
STEM education refers to learning and teaching in the fields of science, technolo-
gy, engineering, and mathematics. The concept covers educational approaches across 
all grade levels from pre-school to post-doctorate and extends to non-formal and in-
formal learning [18, 23].STEM is the purposeful integration of the various disciplines 
as one unit for solving real-world problems that involve some or all four disciplines – 
science, technology, engineering, and mathematics[14, 32]. 
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1.3 Student-generated activities 
Student-generated activities refers to learning activities created and organized by 
the learners [10, 13]. The concept opposes predesigned learning activities by lecturers 
or learning designers. In the context of STEM education, this approach is inspired by 
the pedagogy of experiential learning [15, 24]. In Malaysia, the process for student-
generated activities for STEM in universities consists of active experience, reflection, 
abstract conceptualization, and new strategies [8]. 
Previous studies indicated that student-generated activities positively influence the 
quality of learning [18, 8, 10]. As a side effect, student-generated activities can coun-
ter a lack of local and contextualized learning resources [2, 3, 10]. 
1.4 Limited research on mobile ethics policies 
Regardless of the alarms pertaining the usage of mobile devices for mobile learn-
ing [20], there is a lack research concerning the ethics of mobile learning and the use 
of mobile devices in the classroom [17], this is despite the increased concerns of edu-
cators about the educational use of mobile technologies in Asia [33]. This lack of 
empirical data has been previously raised [3] and motivates the present study. The 
article confirms the data from the UNESCO report on Mobile Learning [30]. Thus the 
research question to this study will be:“What are the current mobile learning policies 
for learning STEM at a Malaysian local university?” 
2 Method 
This study focuses on student attitudes towards educational ethics after the students 
created mobile learning activities in Sultan Idris Education University in Malaysia. 
The study involves focus group discussions. This qualitative approach [28] emphasiz-
es on understanding the students’ perspectives on creating their own learning re-
sources in a science curriculum [26]. In this study the students bring their own per-
sonal mobile devices (BYOD) for creating educational mobile learning content [4,5]. 
The data is analyzed using a thematic analysis approach [28, 12]. 
2.1 Participants 
The study included 30 participants from the STEM Subjects biology, chemistry, 
computer science, mathematics, or robotics background. The participants were select-
ed on the same principles as in a previous study and performed different task based on 
their subject [4]. The distribution of the participants across the subjects is shown in 
Table 1. At the time of the study, the participants were between twenty and twenty-
five years old. 
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Table 1.  Students Focus Groups 
 Course Code Subject FG Time 
1 Software Engineering FG1 Discrete Math (FT1) 5 65 mins 
2 Software Engineering FG2 Computer Organization (FT2) 5 53 mins 
3 Chemistry FG3 Biology (FT3) 7 75 mins 
4 Robotics FG4 Robotics (FT4) 6 80 mins 
5 Computer Design FG5 Design (FT5) 7 150 mins 
 Total   30  
Note: ‘FG’ = Focus Group, for example FG1 = Focus Group 1 
2.2 Focus group discussions 
This study builds on data from focus group discussions for approximately one to 
two hours. However, there is no restriction for the length because the discussion is 
voluntarily upon the groups. Focus group discussions were chosen for data collection 
from the students, because Malaysian students tend to be more responsive when they 
discuss in groups rather than being interviewed individually. 
In this study, semi-structured open-ended questions were deployed, such as: 
a) What do you understand about ethics in mobile learning student-generated activi-
ties? 
b) Describe your experience using mobile devices for learning during student-
generated activities? 
c) What are some examples of ethics in mobile learning student-generated activities? 
3 Findings 
The research indicates five themes emerged from the preliminary focus group dis-
cussions about mobile ethics for student generated activities as shown in table 2. 
Table 2.  Emerging Themes from Preliminary Focus Group Discussions 
 Generated Themes Numbers of Nvivo Statements  Total 
FG1 FG2 FG3 FG4 FG5 
1. Plagiarism Concern 3  7  7 17 
2. Self-regulated ethics    5   3 8 
3. Politeness in using language in the video     3 3 
4. Security    4  4 
5. Generation differences 3     3 
 Total 6 5 7 4 13  
 
The themes in descending order are: plagiarism concern with a total of 17 state-
ments: FG1 has 3; FG3 has 7; and FG5 has 7. This is followed by self-regulated ethics 
with a total of 8 statements: FG2 has 5; and FG5 has 3. For security theme has a total 
of 4 statements for FG4. Next, politeness in using language in the video theme has a 
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total of 3 statements for FG5 and generation differences theme has a total of 3 state-
ments for FG1. 
Meanwhile the focus group with descending order is FG5with a total of 13 state-
ments and 3 themes: plagiarism concern has 7 statements; self-regulated ethics has 3 
statements; and politeness in using language in the video theme has 3 statements. 
Next, FG3 has a total of 7 statements with plagiarism concern. FG1 has a total of 6 
statements with two themes: plagiarism concern has 3; and generation difference has 
3 statements. FG2 has a total of 5 statements which is the self-regulated ethics theme. 
Finally, FG4 has a total of 4 statements which is the security theme. 
3.1 Mobile ethics impact 
In this study, the emerging themes from the data are the mobile ethics impact re-
sulted from student generated activities as shown in Table 2. 
Plagiarism concern: The participants expressed their concern about the ownership 
of the content. Some examples are: 
“We must not plagiarize but if we use something as a reference and we 
upgrade then it is not plagiarism because we upgrade it to something new. So 
that is the awareness that I get for multimedia content.” (FG3) 
“For example, we take a picture or video we need copyright from the 
source, otherwise if we take a video from YouTube, we must have permis-
sion from the owner. Apart of that is, we don’t plagiarize somebody’s work, 
for example, such as a logo in a video produced for our multimedia content, 
that’s all.” (FG5) 
Self-regulated ethics: Self-regulation is also being practiced by participants as 
stressed by many. For example: 
“Use in the right way and do not do illegal things, such as take a picture 
whenever we like.” (FG2) 
“We must not use offensive language because the video is published to 
public, so we need to control our own language.” (FG5) 
Politeness in using language recording the video: During the recording there was 
some concern about politeness and awareness concerning the language being used. 
For example: 
“The implementation of ethics in the video production is a guide not to of-
fend any authorities.”  (FG5) 
Security: Concern about the security such as the usage of a pen drive for mobile 
devices was also highlighted by participants. Some examples:  
“Laptops are one of the devices that can easily get infected by a virus, so 
we have to be cautious with our pen drive so it does not transfer the virus to 
other laptops.” (FG4) 
“All laptops are sensitive mobile devices as they can easily get infected by 
a virus if we are not careful, for example, when a pen drive is inserted, some-
times the laptop will get corrupted and is easily attacked by viruses.  We 
have to format them two or three times.” (FG4) 
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Generation Difference: The participants stressed the differences between the 
younger and older generation: 
“In terms of knowledge do you think we are better than our parents? I don't 
think so, in terms of knowledge they are probably much better than us even 
though we have many advantages in terms of using the so-called mobile devic-
es, but do we really fully utilize it in good way, I'm not sure.” (FG1) 
4 Discussion 
The participants agreed that the significance of ethics for student-generated activi-
ties should be emphasized in the local context, particularly for STEM subjects [3]. 
Self-regulation is one of the most important criteria for mobile ethics [10]. In order to 
implement mobile learning ethics’ policies in the local universities, awareness about 
the mobile ethics should be highlighted. In Malaysia, there are limited policies for 
mobile learning [7]. In this study, there were ethical considerations about using mo-
bile devices. 
The limitations of this study are due to only a local university participated with the 
study. Thus, this study needs to have more cases to be generalized to other different 
universities. Additionally, involving more participants from different universities can 
increase better understanding for the research particularly on mobile ethics in student 
generated activities. 
The implications for further research need to be to implement to different local 
context particularly from more participants in Malaysian universities. This will further 
provide a better in-depth perspective particularly for the mobile ethics in student gen-
erated activities for local Malaysian context. 
5 Conclusion 
The contribution of this research is the insights from the themes concerning how 
the factors of mobile ethics impacting mobile learning were demonstrated through 
student-generated activities for STEM subjects in a local university context. This 
could lead to a greater awareness of mobile ethics to improve STEM subjects in the 
Malaysian university context [3]. Additionally, the study answered to the research 
question that the mobile ethics is not implemented at the local context [30] rather than 
being a self-regulated practice. Mobile learning policies, such as ethics or mobile 
learning implementation guidelines, could be introduced, particularly in learning 
STEM in the local Malaysian context. Thus, future studies will be expanded to several 
local universities or even to other countries in order understand mobile ethics for 
student-generated activities. 
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